
Using zoom for public engagement events – security recommendations to avoid 
‘zoom bombing’ incidents

You may wish to consider using other platforms (e.g. Blackboard Collaborate, Cisco WebEx) instead of 
zoom, as most of the reported incidences apparently relate to zoom meetings.

Most incidents involve people in the meeting using the screen share function to show harmful/illegal 
material, although participants’ videos (including virtual backgrounds) and even audio can also be 
misused. 

In advance of the meeting

- Choose a unique meeting number (don’t use your ‘personal meeting ID’) and password for each 
meeting you host.

- Require registration to participate in the meeting (either using Zoom’s own facility, or e.g. 
Eventbrite) and check all names and emails provided in advance of the meeting. Users with 
suspicious names (e.g., numbers) or emails (e.g., not part of domain) can be followed up for 
additional checks or blocked from the meeting.

- Control the sharing of the zoom login details, e.g. by emailing links to participants after having 
checked their details, not automatically.  

- Employ as many human controls as possible – for example by sending a separate email 
requesting participants add their full name and/or a ‘signifier’ code in part of their name when 
logging into zoom (e.g. add the word ‘blue’ to your name so we know you’re a legitimate, pre-
registered participant) so that they can be verified easily before admission to the meeting. 

- Use the Waiting Room facility and check all attendees against the list of registered participants 
(or, if dealing with large numbers, check they have all used the ‘signifier’ code).

- You can send chat messages to people in the waiting room – for example, if you see a person 
joining the waiting room whose name is inappropriate, you can message them to ask that their 
username was clear (first name and surname initial) so you can identify them (i.e. Liam P). 

- Include features in the registration process that make participants aware that you understand 
how to implement security in zoom and that there will be repercussions for criminal activity. For
instance, require participants to tick a box during registration: ‘Please confirm that you are not 
using a fake identity and have no malicious intent in joining this meeting. Please be aware we 
have security protocols in place to tackle harmful disruptions and to report to the authorities.’

- Carefully consider the balance between enabling interactive features (e.g., screen sharing, video 
sharing, breakout groups, private chats) and ensuring safety for all. Screen sharing, in particular,
should generally be disabled for all other participants apart from the host. Virtual backgrounds 
should also be disabled, as this facility can also be misused to show harmful images and even 
videos. Also make sure that only the hosts are able to record the meeting.



At the start of the meeting

- Lock the meeting - Once everyone you are expecting has joined the meeting, you can lock it - 
which means no one else can join from that point. 

- Alert all participants to the possibility of disruptions and give clear, simple instructions on what 
to do (e.g., leave meeting, shut down device)

- Give support contact details in case incidents happen that may cause distress

During the meeting

- It is worth having a second person as a Co-host (click on their name in list of participants and 
select ‘make co-host) who has the same level of control over the meeting and can work with you
to monitor and tackle events.

If an incident occurs

- Individual participants can be blocked by clicking on them in the participants’ panel and 
selecting ‘block participant’.

- Sharing screen - If you struggle to remove someone, as host you can share your own screen 
which stops their screen share, and it will prevent them from doing so as long as your screen is 
still being shared (at this point, you can also change the settings so that participants can no 
longer share their screens). 

- If the incident is resolved, try to minimize distress experienced by participants before ending the
meeting or contact them afterwards to reassure them that all recommended security measures 
were taken, inform them of steps taken to tackle the issue, and provide additional support 
contacts if relevant. 

- Bear in mind that there may be more than one offender collaborating and subsequent incidents 
may still happen if the meeting continues, even if the first offender has been blocked.

- Immediately contact the right authorities (depending on level of offence). If you suspect that a 
crime is ongoing (e.g. a ‘live’ video of abuse is being broadcast), dial 999. Otherwise call 101 or 
complete an online report (https://www.police.uk/pu/contact-the-police/report-a-crime-
incident/).  

- Zoom has logs that allow to identify everyone who was logged in at a specific time point, which 
can also sometimes be linked to IP addresses used (although their exact locations may be 
‘hidden’ behind a VPN). 
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